1T #$5%8 " %()&*&+#$*& ,& FreeBSD
+—. ,&=/08*1$"-"2 Linux""

R A ¢

SRS FH+,—US 70.FTULT%2.0 *3( A5630#TH  #1VWH#-3.7""( 6 #6"'#8%—" FreeBSD
/#391#8%$.3. - Linux " 60.*"".7# * /O#*8" " ,$#7# ,04#8"" (.

6&+"NWE145"

1.;8.*.""".

- N$%" " *%0$" "0 #AH#3H2+%

. D%+.$5 * /#03$5: ,6%%""#8+% /0#70%—— 8 FreeBSD
.R%70,1+% 6"6$.-5

. E%630#:-+%6.5"

. Firewall

. G4"#83.""" . FreeBSD

. procfs: ,HF3, ""'#"". 1%45%

. C%6/0#630%"" .*"*"5._ +#-%""*5

10. R%+3=>2.""".

© 00 N o 0o~ WD
N N o o o0 N PP P

1.3*"+"45°

7 <$H— FH+,— .Sl #68.=%=>$6( "".+#$#05. $.?2"""2.6+". O%13"2"( —.@*, FreeBSD " Linux’’,
2$#HA5 /#391#8%$.3 " Linux™ ™ 60.*"".7# = /O0#*8""" ,$#T# ,0#8" . - —#713" 456$0# #1""%+#—"$96( 6
#6""#8%— " FreeBSD.

YSHS FH+,— .S /0. */#3WT%.$, 2$# FreeBSD ,@. ,6$%#83."%. A3( /#3,2.7"( JH—#=" /#
J0#& .66, ,68%" " #8+" #A0%S$"$.69 + 73%8. B6S% ' #8+% FreeBSD C, +#8#*6$8% FreeBSD.

2.6314+1%$41. &7&-&8)1

D#391#8%S$.3" Linux "~ 2%6$# ,*"83(>$6(, #4''%0,@"8, 2$# Bash ''. (83(.$6( #A#H3H2+#: /#
,—#32%" "> 8 FreeBSD. E% 6%—#— *.3., Bash **. 8+3>2F" 8 6$%"*%0$"",> ,6$%" " #8+,. ; —.6%#
<$HTH# T"6/#391,.$6( 6#8—.683"—%( 6 Bourne shell #4#3#2+% sh(l) 8 +%2.6$8. #AH3H2+"
JH391#8U$ . 3( /# , —#32%"" = >. GA#3#2+% root N <$# tesh(1) /# , —#32%"" = > 8 FreeBSD 13 * 4#3. .
O%'"**"? 8.06"(? " sh(l) 8 FreeBSD 14 ™ /#1*'' ... GA#3#2+% sh(1) #2.''9 /#?#@% "% Bash, "'#
TS THOWLRH# — OH T - T'0AHO0 BHI—#Q@'H#6S. -, 1%+ /0%8™3#, 6+0"/$5, "%/ "6%" "5 . *3( sh(L),
4,%,$ O%A#$HSO 8 Bash, *'# #A0US"'#. **. 86.7*% 8.0""#.


https://docs.freebsd.org/ru/books/handbook/bsdinstall#bsdinstall
https://man.freebsd.org/cgi/man.cgi?query=sh&sektion=1&format=html
https://man.freebsd.org/cgi/man.cgi?query=tcsh&sektion=1&format=html
https://man.freebsd.org/cgi/man.cgi?query=sh&sektion=1&format=html
https://man.freebsd.org/cgi/man.cgi?query=sh&sektion=1&format=html
https://man.freebsd.org/cgi/man.cgi?query=sh&sektion=1&format=html

G*""W+# Bash " *0,7" . #4#3#2+" *#6$,/"'5 *3( ,68%""#8+" 2.0.1 1#33.+&" > /#O$#8 " /%+.$#8
FreeBSD.

D#63. ,63%"'#8+" *0,7#: #A4#3#2+" "6/#391,:$%. chsh(l), 2%$#45 "1-_."""3$9 #HA#3#2+,
/#H391#8US.3( /# ,—#32%"" " >. C_+#—_""*, _$6( #6$N8"$9 #A#3#2+, /#391#8%$.3( root 4.1
Tl-tTUTTT D, JHOHH39+, #HAHSH2+T, . 8?H*(=". 8 4%I#8,> /#63%8+,, ,63%"%83"8%=>3$6( 8
/usr/local/bin. ; 63,2%. 8#1"" " +"#8."""( /0#43.-5 J%:3#8%( 6"65.—-%, 8 +#SHOH#: ""%2#>"$6(
/usr/local/bin, —#@.$ 45%$9 **. 6—-#""$"0#8%""%. ; $%+#: 67$,%&" " , root **. 4,*.$ *#6$,/% + 68#. :
#HAHIH2+. [H# ,—#32%"" ">, 2%# /H#H— . H%.$ .—, 8#:3" 86"6F5.—, " ,650%"""$9 /0#43.—,.

3.91)"%"" 5 ,&%$"": (#$14&*)1 ,%&: %1 ; ; *
FreeBSD

FreeBSD /0.*#6$%83(.$ *8% —.$#*% ,6$%"#8+" /0°3#@."":: 4°"%0"'5. /%+.$5 ~
B+#—/ " 3T OHBI "5 . JHO$5. 1%@*5: —.$#* " —..$ 684" /0. " —,=.6$8%:
PHSIHE” ($)T &

¥ K5650%( ,65%" #8+% /# 60%8™." "> 6 +#—/"3(&" . +0,/"5? /0" 3#@."" " -

¥ E.$0.4,.$ /#" " —0" = ( $HTH#, +Uot +#—/ = 3" 0#BUSO /OHTO——""#. #4.6/.2.""" ..

¥ E.$ T HAMFT —H6S" 63U %83 " 8U%S9 +#—/ " 3($#O0.
+,U*&

¥ SHL—H@ HES TUBSOH 1+ /%0%— .SOHS , 6% HE+" .

¥ L#7,$45$9 /70" —.""."'5 /#391#8%$.396+" . /%$2".
M63= 6% #8+% /0=3#@.""( . $0.4,.$ FH/H3UT$.307H#: 6GHAGSS.TH:  TUBSOH:I -+,
*HESUSH2 " H 63U HE SO S0+ S NHA=O%:$. /#0$, 63" /073#@." "> $0.4,.$6( "1-."."".

/%0%— .$0#8, 1%*%""*"5? 8 /%+.$%? /# ,—#32%""">. DO" "".#A47#*" —#6$" 6#46%$8."""'5: /%+.$
—#O@""# 6#40%$9 "1 /#OSH8 6 /#—#=9> make package.

D#3"'5: 6/ "6#+ 86.7 *#6$,/""5? /#OSH#8 = /%+_$#H8 —#@""# ""%-$" 1*.69.

3.1.91)"$""

D%+.$5 N <$# /70.*8%0"$.39""# 6+#—/"3"0#8%"""'5. /0" 3#@."" " (, <+8"8%3."'$5 J%: 3#8 .deb 8
6"63.-%? "% #6"'#8. Debian/Ubuntu * J%:3#8 .rpm 8 6"6%.-%? "% #6"'#8. Red Hat/Fedora.
D%+.$5 ,63%""%83"8%=>%$6( 6 /#—#=9> pkg. E%/0" —.0, 63.*,>=%( +#-%""*% ,6$% %83~ 8%.%$
Apache 2.4:

# pkg install apache24

A3( /#3,2.7"°( *H/H#3TTS.39#H: TUIHO-N&T T # /% .$%? #40%$"$.69 + O%l*.3, 4.4
C, +#8#*6%$8% FreeBSD: O6/#391#8% " " . pkg *3( ,/0%83.""" (4"""%0"'5-" /%+.$%—".
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3.2. 9&%%""

1#33.+& " ( /7#0$#8 FreeBSD N <$# ""%4#0 Makefile ™ /%$2. :, 6/.&"%39""# %*%/$" 0#8%""""5? *3(
,68% " #8+" ZO0"3#@.""" = "1 T6?H#*H#T# +#*% 8 FreeBSD. DO*" ,6%%""'#8+. /#0$% 6%6%.—% 1%70,1"$
T6PH*US I HH#*, /0T TS H#AHT -5 /0$27, 6+#—-/"370,. .8 +#* T ,6$%"#8"$ /0" 3#H@."" " .
8—-.6$.6%0.4,.-5-" 1%8"6" —#6$(—".

1#33.+&" ( /HOSHS, ™ "#7*0% "%158%. —%( *.0.8#— /HOSHS, —#@.$ 45$9 ,6$%""#83.""% 8 /usr/ports
6 /#H—#=9> Git. D#*OH#4"'5. ""'6$0,+&"" /# 6% #8+. 1#33.+&"" /H#O$HS —#@"'# "%-$" 8
0%1*.3. 4.5.1 C,+#8#*6$8% FreeBSD.

A3( 64#0+" /#0$% /.0.:*"$. 8 .7# +WSU3#7 * 1%/,6%$"3$. /0#&.66 64#0+". ; 63.*,>=.—
/0" —_0. ,6%%""%83"8%.$6( Apache 2.4 "1 +#33.+&" = /#0$#8:

# cd /usr/ports/www/apache24
# make install clean

DO."—,=.6$8# “6/#391#8%" " ( /#O0$#8 *3( ,69%""#8+" /JO#T0%——""#T# #4.6/.2."""(
1%+3=>2%.$6( 8 8#1—-#@""#6$" ""U6S0# z+" /%0%— .$0#8 ,63%" ' #8+". ; <$#— /0" —.0. ,+%1%""#, 2%#
$h+@. *#3@."" 45%$9 ,6$%"'#83."" —#*,39 mod_ldap:

# cd /usr/ports/www/apache24
# make WITH_LDAP="YES" install clean

G40%$"$.69 + O%1*.3, O6/#391#8%™" " . +#33.+&" " /#0$#8 *3( /#3,2.""" ( *#/#3"""$.39""#:
"UIA0-%N&”T 7.

4.<1:%(0) 1 #54$" "

L"#7" . *"63074,$"85 Linux "™ "6/#391,>$6"63.—, """"&"%3"1%&" " SysV, $#7*% +%+ FreeBSD
"6/#391,.$ $OU*"&"#"""'5: BSD-6$"39 init(8). ; BSD-6$"3. init(8) ".$ ,0#8".: 1%/,6+% (run-
levels), * J%: 3 /etc/inittab #$6,$6$8, .$. ; —.6$# <$#7# 1%/ ,6+ 676$. -5 ,/0%83(.$6( 6&."%0" (—"
rc(8). DO 1%70,1+. 6"6%. -5 /etc/rc 2" $%.$ /etc/rc.conf = /etc/defaults/rc.conf, 2$#45 #/0.*_.3"$9,
+h+". 63,@45 *#3@"'5 4539 1%/,=.""5. B+%l%"""'5. 63,@45 1%$.— 1%/,6+%=>%$6( /,$.-—
85/#3"."" " ( 6##$8.36$8,>="7 6&.""%0" .8 """"&"U3"1N&" ", ON6/#3#@.'"""'5? 8 /etc/rc.d/ *
/usr/local/etc/rc.d/. )$" 6&.""%0" " %""%3#7"2"'5 6&.""%0" (-, OW6/#3#@."""'5— 8 /etc/init.d/ 8
6"6%.—%? Linux™".

N+0"/$5, O%6/#3#@."""'5. 8 letc/rc.d/, /0. *"%1""%2."'5 *3( /0"3#@.""":, 8?#*(="? 8
"4A%I#8,=>" 6"6%.—,, BU+"? +%+ cron(8), sshd(8) * syslog(3). N+0"/$5 8 /usr/localletc/rc.d/
/0. %1 %2 "5 *3( /#391#8%$.396+"? /0" 3#@."" " -, $%+ " ? +%+ Apache " Squid.

D#6+#39+, FreeBSD  0%10%4%$58%.$6(  +%+ /#3"#&.""""W( #/.0%&"#""""%( 6"6%5.—%,
/#391#8%$.396+" . /0"3#@."" " ( "". 62" $%=>%$6( 2%6$9> CA%1#8#:E 6"6$.—5. D#391#8%$.396+" .
/07 3#@."" " (#452"# ,68% " %83 " 8%=>%$6( 6 /H#—#=9> D%+.$#8 "3" D#0$#8. P$#45 #$*.3"$9 =7
#$ AN1#8#H: 67635.—5, /#391#8%$.396+". Z0"3#@."" " ( ,65% "%83"8%=>%$6( 8 /usr/local/. Qu+"—
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HAOULH—, "6/#3"(.—5. I%:35 /#391#8%$.396+"7 /0"3#@." " : "u2#*($6( 8 /usr/local/bin/,
H I T, 0%& " # 5. J%:35 N 8 /usr/local/etc/ = $%+ *%3. ..

N.08"65 8+3=>2%=>$6( /,$.— *#4%83."""( O6##$8.$6$8,>=.: 1%/"6" 8 JI%:3 /etc/rc.conf.
N"6$.-""5. /%0%—.3$05 /# ,—#32%"" "> ""%?2#*($6( 8 I%: 3. /etc/defaults/rc.conf, % ""%6S0# -+~ /#
,—H#32%"" "> /.0.#/0.*.3(>%6( /%0%—.$0%—" "1 J%:3% /etc/rc.conf. D#*0#4"" .. # *#6%$,/"'5?
/%0%— .$0%? —#@'"'# ,1"'%$9 8 rc.conf(5). DO" ,6$%""#8+. *#/#3'"""$.39"'5? /0"3#@.'"":
#1"0H—9$.69 6 B#HA=_""".— ,6$%"#8+", 2$#45 #/0.*.37$9, +ih+ 8+3>2"$9 68(1%""5.
6.08765.

N3.*,>="_ 1%/"6" 8 /etc/rc.conf 8+3=>2%=>$ sshd(8), %+$~8"0,>$ Apache 2.4 = ,+%158%=>$ 2%#
Apache *#3@."* 1%/ ,6+%$96( 6 SSL.

# enable SSHD
sshd_enable="YES"

# enable Apache with SSL
apache24 _enable="YES"
apache24 flags="-DSSL"

D#63. 8+3=2."""(63,@45 8 /etc/rc.conf .F —#@""# 1%/ ,6$"$94.1/.0.1%70,1+" 6"6%.—-5:

# service sshd start
# service apache24 start

M63" 63,@4% . 453% 8+3=2.""%, .F —#@"'# 1%/,6$"$9 "1 +#-%""*""#: 6$0#+" 6 /H—#=9>
onestart:

# service sshd onestart

5. =1#$%&2) 1 #"$5

;—-6$# #A=_T# "*.""$"I"+USHOU ethX, +HPH05: "6/#391,.$6( 8 Linux " *3( #4#1"%2."" " (
6.$.8#7# """$.0J.:6%, FreeBSD <"6/#391,.$ "—-( *0%:8.0% 6 /#63.*,>="— 2763#-.
N3.*,=>=": 858#* "1 ifconfig(8) /#+%158%.% *8% 6.$.857? ""'$.0J. :6% Intel"” Pro 1000 (em0O *
eml):

% 1fconfig
em0: Tlags=8843<UP,BROADCAST,RUNNING, SIMPLEX,MULTICAST> mtu 1500

E options=b<RXCSUM, TXCSUM, VLAN_MTU>

E inet 10.10.10.100 netmask OxFFFFFFO0 broadcast 10.10.10.255
E ether 00:50:56:a7:70:b2

E media: Ethernet autoselect (1000baseTX <full-duplex>)

E status: active

eml: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTICAST> mtu 1500
E options=b<RXCSUM, TXCSUM, VLAN_MTU>


https://man.freebsd.org/cgi/man.cgi?query=rc.conf&sektion=5&format=html
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E inet 192.168.10.222 netmask OxfFFFff00 broadcast 192.168.10.255
E ether 00:50:56:a7:03:2b

E media: Ethernet autoselect (1000baseTX <full-duplex>)

E status: active

IP-%*0.6 —#@.$ 45%9 "%1""%2."" ="$.0J.:6, 6 /#—-#=9> ifconfig(8). P$#45 ""%6$0#:+"
6#?20%"" (3769 /#63. /.0.1%70,1+%, +#'J"7,0%&"( IP *#3@"% 45%$9 ,+%1%'% 8 /etc/rc.conf.
N3.*,>="_1%/"6" 8 /etc/rc.conf 1%*%=>$ = —( ?#6$%, IP-%*0.6 = H3=>1 /# ,—#32%"" " >:

hostname=""serverl.example.com"
ifconfig_emO="inet 10.10.10.100 netmask 255.255.255.0"
defaultrouter="10.10.10.1"

06/#391,:$. 63.*,>="_1%/"6" *3( ""%6$0#:+" ""'$.0J.:6% 2.0.1 DHCP:

hostname="serverl.example.com"
ifconfig_em0="DHCP"

6. Firewall

FreeBSD "*. "6/#391,.$% Linux’ " IPTABLES *3( 68#.7# —._.@6.%.8#7# <+0%"'%. ;—.6%# <$#H7#
FreeBSD /0.*3%7%.$ 854#0 "1 $0F? —.@6.$.857 <+0%""'#8 "*% ,0#8"". (*O%:

¥ PF
¥ IPFILTER

¥ IPFW

PF 0%10%4#3$%"" /0#.+$#— OpenBSD " /#03$"0#8%"" 8 FreeBSD. PF 453 6#1*%"" +%+ 1%—.""% *3(
IPFILTER, ™ _7#6"""$%+6"6 62#@ 6 6" ""$%+6 " 6#— IPFILTER. PF —#@.$ "6/#391#8%$96( 6#8— _6$""#
6 altq(4) *3(#4.6/.2.""*(J,""+&" = QoS.

I$#S /0" —.0 1%/ "6 PF 0%10.H%.$ 8?2#*(=" - SSH:
pass in on $ext_if inet proto tcp from any to ($ext_if) port 22

IPFILTER N <$# /0"3#@.""" . *3( —.@6.$.8#7# <+0%""%, O%10%4#$%""*"#. A%00.""#— C"*#—. G"'#
. (83(.$6( 6/.&"J"2""5— *3( FreeBSD = 453# /#0$"0#8%""# "% "".6+#39+# #/.0%&"#"""'57?
6"6%.—, 8+3=>2%( NetBSD, OpenBSD, SunOS, HP/UX * Solaris.

N=""$%+6 "6 IPFILTER *3( 0%10.H."" = ( 8?#*(=.7# SSH:

pass in on $ext_if proto tcp from any to any port = 22


https://man.freebsd.org/cgi/man.cgi?query=ifconfig&sektion=8&format=html
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IPFW N <$# — . @6.$.8#: <+0%"", O%10%4#$%""*5: = /#**_0@"8%.—5: FreeBSD. G" —#@.$ 45%9
"6/#391#8%"" 6#8—.6%""# 6 dummynet(4) *3( #4.6/.2.""7( BH#I-#@"#6$.: ,/70%83."""(
PONI " +#— " " —"PN&" " 0%13"2""5? $"/#86.$.8526#._*F""" .7 -,

N=""$%+6"6 IPFW *3( 0%10.H."" " (8?#*(=.T#SSH 4,*.$63.*,>="—:

ipfw add allow tcp from any to me 22 in via $ext_if

{.>748&*-"45" FreeBSD

N,=.6$8,.% *8% —_$#*% #4""#83."""( 676%.—5 FreeBSD: "1 =@?#*""#7# +#*% =3% 47"%0"'5.
#4"#83."" " (.

GA"#83." ™. "1 Te?PFUHI# % N <$# TUT4#3.. 63HQ@''S: —.$H* #4"#83.U'"(, "# #"
/0 _*#6$%83(.$ "% " 4#39H ,> 7" 4+#6$9. DO#& .66 8+3=>2%.$ 6" ""?20#"" " 1%& " = 3#+U39"'#: +#/ "~
"O6PH*HTH +#*% FreeBSD 6 O0./#1"$#0" . — FreeBSD Git. D#63. $#7# +%+ 3#+%39"'5: "6?2#*"'5:
+H*  H#AVHB3F', —#@'"'# O6+#-/"370#8%$9 '#8,> 8.06"=> (*O0% ~ /#391#8%$.396+#7#
/0#63$0%" " 6$8%.

AB#H"2"'5. #4"#83."" " (%" "%3H7"2"'5 "6/#391#8% " "> yum "3 " apt-get *3(#4"'#83."""(6"6$.-5
Linux™". ; FreeBSD, freebsd-update(8) —#@.$ 45%$9 "6/#391#8%"" *3( /#3,2."""( " ,68%""#8+"
#8577 *8#"2''5? #4"#83.'"":. )$" #4#83."'"( —#7,$ 4539 1%/3%" "O#8%"'S 6 /H—#=9>
cron(8).

DO® =6/#391#8%' =" cron(8) *3( /3% "0#8%" " ( #4"#83."'": "6/#391,:$.
freebsd-update cron 8 crontab(l), 2$#45 6™ "17$9 8.0#($"'#6$9 #*""#80.—.""""#T#
6+%2 8% " (#4"#83."" " - 4#H39H " — +#3"2.6$8#— —UH """

0 3 * * * root /usr/sbin/freebsd-update cron

AB( /#3,2."" " (*#/#3"$.39"H#: T IHO-U&" T #4 #4"#B83." T (? TOMFTHIH +H*N T 47 %052
H#AVH#83 .M (? #A0U$ " $.69 + 73%U8 . #4 #4#83."" " (? 8 C, +#8#*6$8. FreeBSD.

8. procfs: (?20-,4& 4" 017""%

; ULHESH05? *T63074,$78%? Linux T —#@'"# /#6—#3$0.$9 J%:=3 /proc/sys/net/ipv4/ip_forward,
2%#45 #/0.*.373$9, 8+3=>2.""% 3" IP-—%0HO0,$"1%&" (. ; FreeBSD 8—.6%# <$#7# "6/#391, .$6(
sysctl(8) *3( /0#6—#$0% <$#7# = *0,7"? 676$.—""5? /%0%— . $0#8.

E%/0"—.0, "6/#391,:%. 63.*,>=,> +#-0"*, 2%#45 #/0.*.3"$9, 8+3=2.""% 3" IP-
/.0.%*0.6%&" (8 6%6%.—. FreeBSD:

% sysctl net.inet.ip.forwarding
net.inet.ip.forwarding: O
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https://docs.freebsd.org/ru/books/handbook/cutting-edge#updating-upgrading-freebsdupdate
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06/#391, :%. -a*3(858#*% 86.? 6"65.—""5? ""W6$0#. +:
% sysctl -a | more

M63™ /0" 3#@."" "> $0.4, .$6( procfs, *#4%89%$. 63.*,>=,> 1%/ "69 8 /etc/fstab:
proc /proc procfs rw,noauto 0 0

A#HA%NB3."" " . noauto /0.*#$80%S$ " $ 8$#—-%U$"2.6+#. —#""$"0#8%"" " . /proc /0" 1%70,1+..

P$#45 /#*+3>2"$9 J%:-3#8,>6"6%$.—, 4.1 /.0.1%70,1+":

# mount /proc

9. AL#, NEHIN1A 44" Y& ; 14+""

E.+#$#05. <+8"8%3.""'$5 0%6/0#6$0%" ' F" """ 5? +#-%""* /0"8.*."'5 """ @.:

B&; 14+1 Linux " (Red C)*5*1-"4% FreeBSD =10418"45"

Hat/Debian)

yum install package/apt-get  Pkg install package B6S%" #8 ™ $9 /%+.$ "1

install package ,*WIFTTHTH O /#1 " $#0 ™ (

rpm -ivh package / dpkg -i pkg add package B6$%" #8 ™ $9 3#+%39"'5 1 /%+.$

package

rpm -ga/ dpkg -1 pkg info N/ = 6#+ ,6$%"'#83."""'5?
/%+.$#8

Ispci pciconf D.0.2763"$9 ,6$0#:6$8% PCI

Ismod kldstat D.0.2763"$9 1%70,@."""'5.
—#%,3" (*0%

modprobe kldload / kldunload R%70,1+%/8570,1+% —#*,3. :
(*0%

strace truss Q0%66 " 0#8+% 6" 6%.—""5?
851#8#8

10. <1)-D8"45"

BHS *H+,— .S /0. *#6SN8 " 3 #41#0 FreeBSD. A3(4#3.. * . $U39"#7# "1,2."" " (<$"? $.—, % $%+@.
—"HIT?*0,777?, " O%66—#$0.""""5? 8 *Y 1 H— *H+, — 'S, #40%$ " $.69 + C, +#8#*6%$8, FreeBSD.
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